orog pa elnettet

t vigtigt med samme sprog, nar elnettet |
er mere decentral og mere mangfoldig?

T“‘j% j

Claus Amtrup Andersen
Direktar i EURISCO

Medlem af S-557 samt TC57 WGT15 (Datasikkerhed) og WGT17 (DER) EURISCO



EURISCO ApS v Dansk virksomhed etableret i 1994
softwareudvikling for energisystemer v’ Specialister indenfor standardiseret datakommunikation

v' Laes mere om hvad vi kan tilbyde pa www.eurisco.dk

S-557 (TC57 Dansk National komite)

IEC TC57 WG17 (Distributed Energy Resources)

Project leder for TR61850-90-8 (TC57 WGT17) now JWGTT

IEC TC57 WGT15 (Security)

S-454 (EV Dansk National komite)

IEC TC69 WG4 (EV Power supplies and chargers)

IEC/ISO JWG V2G Communication Interface (TF leader)

CEN/CENELEC

Project leader for CEN/CENELEC EV Focus Group for 'EV Communication’
Raporteur between M468 and M490 (SG-CG steering group member)

Chairman for the 'EM-AhG-SmartCharge’ under CEN/CENELEC EURISGO



Tidligere var produktionen primeert ‘central’

ENERGINET g

Produktion af el fordelt pa breendsler
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https://energinet.dk/energisystemet-lige-nu/



Sikker datakommunikation
for kritisk infrastruktur

Operatarer af nettilsluttede energianleeg
har brug for datakommunikation som er:

= Sikker
=  Standardiseret

= Stabilt, hurtigt og effektivt.

New European Grid Codes
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| dag og fremover er produktionen mere ‘decentral’

Samlet solceller (TWh)
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Elbiler i Danmark

Antallet af elbiler i den danske bilbestand fra 2012-2023
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Grafik: De Danske Bilimportarer « Kilde: Bilstatistik.dk « Lavet med Datawrapper

..0g forbruget mere flexibelt



Datakommunikation til DER (Distributed Energy Resources)

/\«,\
]/—[ Operational status
System operator < .

Hurtige frekvensreserver

(FCR) og systemydelser

Regulerkraft

[ Reserveydelser ] ) \/ >" Den klassiske datakommunikation
SPOT og regulerkraft /l I mellem nutidens energianlaeg er designet
Market operator 4—[ aktivering ama til et el-system, som var centralstyret
[ Aktivering O%memgj A~ med forudsigelige forbrugsmegnstre, samt
af reserveydelser (aFRR med en produktion, som kunne reguleres
h efter et til tider gget behov.

(-

[ DER yde\ser

,I-E

N \ \,ﬂ takt med, at fremtidens elproduktion
[ Flexibilitetsydelser gges, decentraliseres og diversificeres.

J

Grid operator Intelligent kobling i
distributionsnet og netstationer

\, ;:l_*IJE‘; \%

Denne forudsigelige og stabile
Aggregator produktion hgrer dog fortiden til, hvorfor
‘\[ Elbilopladning og ] ’ der nu er et endnu stgrre behov for en
varmepumpestyring via app feelles datakommunikation pa elnettet i




SGAM (Smart Grid Architecture Model)

Business Objectives
Polit./ Regulat.. Framework

For at sikre interoperabilitet imellem
internationale standarder, benyttes en

Business model kaldet SGAM
Layer
) SGAM modellen arbejder med et under-
Function liggende komponentniveau, som afspejler
Layer den fysiske verden med domaener og zoner.
Information Oven pa de fysiske komponenter, mappes sa
Layer 4 niveauer, bestdende af:

Communication Kommunikationsteknologier

Interoperability Dimension

Layer Market * Informationsmodeller
Enterprise * Funktioner (tekniske use-cases)
: . B * Forretning (ikke tekniske use-cases)
Component " |2 : : Operation
v Layer &

Generation

Transmission :
Distribution

DER Process

Customer
Premise

Domains



SGAM / layer

[ | CIM | Energy Market ]
[ HTTPS | System Market
| TCP/IP |
oM | [ Market Operator |
e ( System | .
HTTPS Enterprise
TCP/IP
/N
| IEC61850 | DLMS/COSEM
-~ P ACSI
Trgnsmlssmn Distribution MMS (1S09506) e i -
perator Operator 0 t
Management Management SN Aggregator Aggregator peration
System IECo1850 or | System TCP/IP System System
IEC60870-5-104
ACSI IEC61850
MMS (1S09506) ACSI
High Volt ASN.1 MMS (ISO9506) DER CEMS .
s TCPIP ASN.1 Management Management Station
Management [ TcPip | SBE System
System Medium Voltage
Sub-station ECETaRs
Management :
Sygtem Low Voltage TCP/IP.UDP DER Unit CEMS I
Sub-station Ether,net Controller Controller
Management .
GOOSE System Field
Sampled Values DER DER DER DER Energy| [Energy Energy
Ethernet/fiber unit unit unit unit meter meter meter
! ! l :

ﬂ g Process

o

V. =

Transmission Distribution DER Customer
Distributed Energy Resource (DER) Customer Energy Management System (CEMS)



International IEC standards for DER (Distributed Energy Resources)

{G] btra-centes Imegration Bus
Custemer Infarmatien
Syziem

Erargy Tradi
riiy

Zrergy Tradin
Cdlcaton {8) Intereemter Int=gration Bus.

DER Control

| cusromer Foral

404 Head End

control of a DER that allows the adjustment of its active or reactive power output
according a received setpoint

() Intra-center integration Bus

IEC and ISO publications ~ Use cases

E IEC 61850 (serles) Communication networks and systems for power utility automation

44 publication(s) and 7 project(s)
|EC TR 61850-1:2013 Communication networks and systems for power utility automation - Par.
1IEC TS 61850-1-2:2020+AMD1:2022 CSV Communication networks and systems for pow...
|IEC TS 61850-2:2019 Communication networks and systems for power utility automation - Par_.
|IEC 61850-3:2013 Communication networks and systems for power utility automation - Part 3:
IEC 61850-4:2011+AMD1:2020 CSY Communication networks and systems for power utili..
|IEC 61850-5:2013+AMD1:2022 CSV Communication networks and systems for power utili...
IEC 61850-6:2009+AMD1:2018 C8SY Communication networks and systems for power utili..
IEC 61850-7-1:2011+AMD1:2020 C8V Communication networks and systems for power u...
IEC 61850-7-2:2010+AMD1:2020 CSV Communication networks and systems for power u...
. |IEC 61850-7-3:2010+AMD1:2020 CSV Communication networks and systems for power u
Station Controter IEC 61850-7-4:2010+AMD1:2020 CSV Communication networks and systems for power u...
E IEC TR 61850-7-5:2021 Communication networks and systems for power utility automation -
IEC TR 61850-7-6:2019 Communication networks and ems for power utility autornation - .
IEC TS 61850-7-7:2018+AMD1:2023 CSV Communication networks and systems for pow
|EC 61850-7-410:2012+AMD1:2015 CSY Communication networks and systems for pow...
|IEC 61850-7-420:2021 Communication networks and systems for power utility automation - P
|IEC TR 61850-7-500:2017 Communication networks and systerns for power utility

Talecommunication
Power Quality

Mater Data
Concertrator

Shasor Dama
Concertrator

Station Camtrober

Revenue Meter

‘oitage Reguiater ]

Caprbank Cortrller ]

-end-intra Subst. Integ. Bus

(E) Intra-Substation Integration Bu
DER Integration B

Fasder Cmnrnll:r]

|IEC TR 61850-7-510:2021 Communication networks and systems for power utility autc Communication networks and
systems for power utility
automation - Part 7-420: Basic
communication structure -
Distributed energy resources and
distribution automation logical
nodes

|EC 61850-8-1:2011+AMD1:2020 CSV Communication networks and systems for pl
|EC 61850-8-2:2018 Communication networks and systems for power utility automation|
|EC 61850-9-2:2011+AMD1:2020 CSV Communication networks and systems for pl
|EC/IEEE 61850-9-3:2016 Communication networks and systems for power utility autol
|EC 61850-10:2012 Communication networks an s for power utility autornation

https://mapping.iec.ch/#/maps/1



https://mapping.iec.ch/#/maps/1

Hvorfor benytte IEC 61850 datakommunikation?

« Event driven (outbound) server eller polling fra klient

« Data hentes ved ‘kilden’ IEC .61850
. Client
« Delt adgang mellem flere aktarer — anlaegget ejer
datagateway (IEC 61850 server) Transmission
System
Operator
4 /
JIRRRNIT T 11 ,/
Termisk lager & L/
Balance
. ' ' Responsable
m ,’ / Party
Flkedel Q- - éi__\
| | ~' Distribution
e IEC 61850 stem
Gaskedel ’ l | EE— Server Operator
r=\y
Gas-turbine L




IEC 61850 standard for navngivning af signaler

Unigue international identifier for det specifikke
anleeg > feks.: Ribe Fjernvarme (...4Y)

e

EIC45W00...4Y_HD2EB1/MMXU1.TotW.mag.f

EICASWODDUDDDD0O00AY_AF/MHE T'T.HeatOut.mag 1}
. EIC45W000000000004Y_HD1CP1/DCTS1.ThmCapTot.mag.f:
Termisk |agel’ EIC45W000000000004Y_HD1CP1/DCTS1.Thmin.mag.f):
EIC45W000000000004Y_HD1CP1/DCTS1. ThmOut mag.fj:
EIC45W000000000004Y_HD2EB1/DCTS1.ThmOut.mag.f):
EIC45W000000000004Y_HD2EB1/DRCC1.0utWSet setMag.f):
EIC45W000000000004Y_HD2EB1/DRCS1.CsmpRsvDn.mag.f):
Flkedel EIC45W000000000004Y_HD2EB1/DRCS1.CsmpRsvUp.mag.f):
EIC45W000000000004Y_HD2EB1/DRCT1. MaxWLim.setMag.f:
EIC45W000000000004Y_HD2EB1/DRCT1.MinWLim.setMag.f}:
EIC45W000000000004Y_HD2EBT/MMXU1 TotWmagfy -]

_—L""—" EIC45WUUDGUDCUDDCd‘r‘:HDEEM'I /DCTS1.ThmOut.mag.f}:
. GaSkede| EIC45W000000000004Y_HDAEM1/DCTS1. ThmOut mag.fy:
' . EIC45W000000000004Y_HG1GA1/DRCC1.OutWSet.setMag. T
? EIC45W000000000004Y_HG1GA1/DRCT1.MaxWLim.setMag.fy:
—" — EIC45W000000000004Y_HG1GA1/DRCT1.MinWLIm.setMag f):
‘| EIC45W000000000004Y_HG1GATGA/MMXU1.TotW.mag.f}:

EIC45W000000000004Y_HG1GAZ/DRCC1 OutWSet setMag f:
EIC45W000000000004Y_HG1GAZ/DRCT1.MaxWLim.setMag.f:
EICA5WO000000000004Y_HG1GAZ/DRCT1.MinWLim.setMag.f):
x EIC45W000000000004Y_HG1GA2GA/MMXU1 TotW.mag.f:
[ S— EIC45W000000000004Y_HG1GA3/DRCC1.OutWset setMag fx:
e T Gas-turbine EIC45WO000000000004Y_HG1GA3/DRCT1. MaxWLim.sethMag f:
I EIC45W000000000004Y_HG1GA3/DRCT. MinWLim.setMag.f):
————— EICA5W00D000000004Y_HG1GA3GA/MMXUT TotW.mag.f):
EIC45W000000000004Y_HG1GA4/DRCC1 OutWSet setMag f: ( )
EIC45W000000000004Y_HG1GA4/DRCT. MaxWLim.setMag.f: Technical
EIC45W000000000004Y_HG1GA4/DRCT1. MinWLim.setMag.fi: systems
EIC45W000000000004Y_HG1GA4GA/MMXUT. TotW.mag.f):
EIC45W000000000004Y_HG1GAS/DRCCT OutWSet setMag f):
EIC45W000000000004Y_HG1GAS/DRCT1. MaxWLim.sethMag.f:

RDS for Power Systems
ISO/IEC 81346 part 10

ISO 81346 part 2

Component
systems

https://www.81346.com/81346-10
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Cybersikkerhed



Tactics ~

MITRE | ATT&CK

Techniques ~

Defenses ~

CTl ~ Resources ~

Benefactors  Blog [ | Search Q ‘

ICS Matrix

Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for ICS.

View on the ATT&CK® Navigator @

Version Permalink

Initial Execution Persistence Privilege Evasion Discovery  Lateral Collection Command Inhibit Impair Impact
Access Escalation Movement and Response Process
Function Control
12 technigues 9 technigues 61techniques 2technigues 61techniques 5techniques 7 technigues 11 techniques 3 5 2 tecHnlques 5 tecﬂnl'ques ) tech'ques '
Drive-by Change Hardcoded Exploitation | Change Network Default Adversary-in- = Commonly = Activate Firmware = Brute Force Damage to
Compromise Operating Credentials for Privilege | Operating Connection = Credentials = the-Middle Used Port Update Mode 1/0 Property
Mode Escalation Mode Enumeration
Exploit Public- Modify Exploitation  Automated Connection = Alarm Modify Denial of
Facing Command-  Program Hooking Exploitation Network of Remote Collection Proxy Suppression Parameter Control
Application Line for Evasion Sniffing Services
Interface Module Data from Standard Block Command Module Denial of
Exploitation of Firmware Indicator Remote Hardcoded = Information Application = Message Firmware View
Remote Execution Removal on System Credentials = Repositories = Layer
Services through APl Project File Host Discovery Protocol Block Reporting Spoof Loss of
Infection Lateral Tool | |Data from Message Reporting Availability
External Graphical Masquerading Remote Transfer Local Message
Remote User System System System Block Serial COM Loss of
Services Interface Firmware Rootkit Information = Program Unauthorized  Control
Discovery Download Detect Change Credential Command
Internet Hooking Valid Spoof Operating Message Loss of
Accessible Accounts Reporting Wireless Remote Mode Data Destruction Productivity
Device Modify Message Sniffing Services and Revenue
Controller 1/0 Image Denial of Service
Remote Tasking Valid Loss of
Services Accounts Monitor Device Protection
Native API Process Restart/Shutdown
Replication State Loss of
Through Scripting Manipulate /0 Safety
Removable Point & Tag Image
Media User Identification Loss of View
Execution Modify Alarm
Rogue Master Program Settings Manipulation
Upload of Control
Spearphishing Rootkit
Attachment Screen Manipulation
Capture Service Stop of View
Supply Chain
Compromise Wireless System Firmware Theft of
Sniffing Operational
Transient Information
Cyber Asset
Wireless
Compromise

Fa et overblik over hvad der findes
af angrebsmuligheder indenfor

Industrielle Control Systemer

Commonly Used Port

Adversaries may communicate over a commonly used port to bypass firewalls or network
detection systems and to blend in with normal network activity, to avoid more detailed 1D: 70885

inspection. They may use the protocol associated with the port, or a completely different Sub-techniques: Ne sub-techniques

protocol. They may use commonly open ports, such as the examples provided below. (@ Tactic: Command and Control

(D Platforms: None
+ TCP:80 (HTTP)

o TCP:443 (HTTPS)

+ TCP/UDP:53 (DNS)

« TCP:1024-4999 (OPC on XP/Win2k3)

* TCP:49152-65535 (OPC on Vista and later)
+ TCP:23 (TELNET)

« UDP:161 (SNMP)

* TCP:502 (MODBUS)

+ TCP:102 (S7comm/ISO-TSAP)

« TCP:20000 (DNP3)

* TCP:44818 (Ethernet/IP)

Contributors: Matan Dobrushin -
Otorio

Version: 1.1
Created: 21 May 2020
Last Modified: 13 October 2023

Version Permalink

Prav f.eks. at laese mere om Sandworm
angrebet pa Ukraines elsystem i 2015

Procedure Examples

D Name Description

€0028 = 2015 Ukraine Electric

Power Attack

During the 2015 Ukraine Electric Power Attack, Sandworm Team used port 443 to communicate with
their C2 servers. [1]

S0603 = Stuxnet Stuxnet attempts to contact command and control servers on port 80 to send basic information about

the computer it has compromised. ]

S1009  Triton Triton uses TriStations default UDP port, 1502, to communicate with devices. %/
Targeted Assets
D Asset

A0008 Application Server

A0007 Control Server

A0009 Data Gateway

https://attack.mitre.org/matrices/ics/



& & o . IT/OT-sikkerhed

access . '
Bz Cloud services Directory

Internet :@.

Purdue-modellen benyttes gerne nar der
indenfor IT/OT arbejdes med sikring af netvaerk.

]
= |
m Office T fetve Segmentering mellem IT og OT er vaesentlig nar
HEEN  Business servers Directory

man har at ggre med kritisk infrastruktur.

DER er typisk i OT segmentet og idet der er tale
i_@é om energianlaeg som kommunikere via
C internettet, stilles der seerlige krav til:

I T-network Firewall

Jump server

Autentificering (hvem kommunikeres der med)
Kryptering (af bade transport og data)
Auditering (logning af data og validering)
Genopretning (backup/restore)

Operational PCOM
servers gateway 4

Vigtige sikkerhedsstandarder:

[ |

RTU oEE o Operaﬁonat
- PLC oo X.509, X-510 (certificate)
IEC 62443-4-1, 4-2 (requirements)
loT easurements
m devices  Laiess . ' IEC 62351'3: '41 _81 -9

(E2E encryption, RBAC, key management)
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ex problem

Transport layer:
TLS 1.2 (IEC 62351-3) Internet

Application layer:
E2E security (IEC 62351-4)

POWER PLAN

VPN/SSH: Customer specific

Internet = T
router [
IEC61850 (Client)
. ? Firewall
Hvordan bruger vi standarderne’ m
IEC61850 (S ) H
erver
DMZ Security information and i Certificate handling !
RBAC (IEC 62351-8) IEC 61850 event management | SSL/TLS/MACE (X.509) i
- Ethernet 1 Secure MMS CIS Controls (IEC 62443) ! Key Management l
i (IEC 62351-9) i
wazuh. ZABBIX
OPC UA Security slerts evolut fion \m\::. \\\\\\\ - L e x . e _—
408 32 98, 366 (7 . =
Firewall e g e — N
(o) C R . - —

Persistonce 10t

rrrrr

L]
Kraftvarmeveaerk Protection PLC/RTU

relay Controllers EURI S C O

RESEARCH & DEVELOPMENT
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for opmaerksomheden
~ Spargsmal?

Claus Amtrup Andersen

Kan kontaktes pa: caa@eurisco.dk

EURISCO
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