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The New Normal in OT cybersecurity
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The EU Cybersecurity Trifecta

Mapping of IEC 62443 series to the EU Cybersecurity Trifecta
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no 1:1 match – more requirements in CRA!
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CRA Obligations
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Security Capabilities

• Secure by default

• Protect from unauthorized access

• Data integrity and confidentiality

• Resilience against DDoS

• Limit attack surface

• Mechanisms to securely update …

Lifecycle Process

• Cybersecurity risk assessment

• Provisioning of updates

• Defined support periods …

Vulnerability Handling

• Regular testing

• Publicly disclose vulnerability info

• Provide contact address …

Documentation

• Internal technical documentation

(compliance, test results,…)

• Info and instructions to users 

(intended purpose, environment, 

secure configuration…)

Reporting

• …of actively exploited vulnerabilities

• …of severe incidents having impact on 

the security of the product

Conformity Assessment

• Depending on product classification:

self-declaration alone or

inclusion of notified body



Evaluate product portfolio: Due-Diligence
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Based on Windows Embedded CE



Customer questions about: Due-Diligence?
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Source: https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act-implementation-frequently-asked-questions

During the transition period before the CRA applies, manufacturers will not be able to check 

whether third-party components are compliant with the CRA. This does not prevent manufacturers 

from integrating such components, and they should exercise due diligence through other means 

(see also entry 4.4.2 What is the appropriate level of due diligence?).

If I buy 50 panels before CRA applies and keep using them in my product with digital elements, am I 

breaking the law?
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IEC 62443-4-2

IEC 62443-4-2
Part 4-2: Technical security requirements for IACS components
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https://support.industry.siemens.com/cs/document/109977121/scalance-xb-200-xc-200-xp-200-xf-200ba-xr-300wg-xc-300-xr-300-xc-400-xr-500-declaration-of-conformity-to-iec-62443-4-2?dti=0&lc=en-US


IEC 62443-4-1

IEC 62443-4-1
Part 4-1: Secure Product Development Lifecycle Requirements 
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Contact

Marc Nirari Kako Brændstrup

Siemens A/S Lokation: Runevej 2A

8210 Aarhus, Danmark

E-mail marc.braendstrup@siemens.com
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