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Trends i en Corona krise

Phishing, Vishing, Smishing og spear phishing
Crime as a Service & ransomware

APT i Danmark 2020

Gode rad & spgrgsmal
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Trends under en Corona krise

* Vi har vendt det digitale trusselsbillede pa hovedet og decentraliseret endpoints

e Som med andre verdensomspandende nyheder, sa misbruges sadanne af kriminelle

| denne fase er bade statsaktgrer og it-kriminelle helt opmaerksomme pa at vores
perimeter er blevet udvidet, og nemmere at penetrere

 Nar der arbejdes decentralt, sa eksponeres nye services og flere angrebsvinkler
introduceres.

 Enhver hjemmearbejdsplads, som er darligt sikret, kan blive et springbreaet ind i et
netveerk

 End of Life, opdateringer, router, sammenblanding af en masse trafik fra hjem til LAN
og wifi konfiguration er en stor udfordring for alle virksomhedstyper

* Der laves phishing og smishing i en hidtil uset grad

* CEO og BEC svindel har kickstartet sommer tendensen



Spamkampagner og payload mod Danmark

 Generelt er Danmark ramt af de samme store generiske malware familier som
rammer vores nabolande. Payload i anden stadie varierer med afsat i GeolP

e Mere end 80 procent er dataindsamlende malware (!)

 Den stgrste andel af malware baret via spammails er skabt med malware toolkits

|76 procent er bade fgrste og andet stadie af infektionen beskyttet ved brug af en
cryptor og anvender bullet proof hosting som infrastruktur

 Makro- og exploit payload i dokumenter er mest hyppigt anvendte metode

* Mindre end 0,5 procent er decideret APT relateret (men vent ... det er slemt nok!)



Spamkampagner og payload mod Danmark

Antal
Navn Antal .
Emotet 125191 Hawkeye =
DreamBOT 1042 pandazeus
Azorult 2001 Pony
Jbifrost 7511 RevengeRAT s
Nanocore 10844 Cobalt Strike
LokiBOT 17011
Formbook 24012 panasot -
Zeus 9013 TrickBOT _f—
TrickBOT 73181 Formbook
Remcos 3011 Nanocore e
DanaBOT 1911 Arordlt =
Carbanak 141 Emotet .
Cobalt Strike 299 0 20000 40000 60000 80000 100000 120000 140000
APT28 96
RevengeRAT 867
ISR Stealer 309
Pony 1039
EvilPony 200
PandaZeu$S 104 = Emotet = DreamBOT = Azorult = Jbifrost = Nanocore = LokiBOT
FlawedAmmyy RAT 581 = Formbook = ZeuS u TrickBOT = Remcos = DanaBOT = Carbanak
Hawkeye 1571 = Cobalt Strike = APT28 = RevengeRAT = |SR Stealer = Pony = EvilPony

Agent Tesla 705 = PandaZeu$ = FlawedAmmyy RAT = Hawkeye = Agent Tesla
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Sundhedsstyrelsen misbruges Bl & -c

l = §F & W =
SUNDHEDSSTYRELSEN
Viden Opgaver Cmos

Selvbetjening

Nmste Ay

Sundhedsstyrelsen har sendt
dig ny Digital Post. Log pa og
laes den pa

Med venlig hilsen

D!gl:tE] | Post fra det offentl IgE Tilmeld dig til vores nyhedsabonnement og fa vores
' nyheder direkte i din indbakke




Spear phishing tricks
_'VEE Mail - markwiis®: x '\ B E8 - Installs X YE] (1) Linkedln X (M Tnbox (733) - onus X !M Tnbox (134 - danic *'Y\-[Ei (2) Linkedn "‘ 5 (BEB7 unread) - "%

<« C | & Secure | https;//www.linkedin.com/mynetwork/invite-connect/connections/ 1}? & GJH 3 5 M :
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w@ Haber at alt er godt? Jeg har delt et “ o
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~ dokument med dig via Onedrive, se _
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e venligst det delte dokument det er sikret. ..,
& www.gisdfbb.bistchari.com

@ B: Delu
Varren

L]
» Veer hilset.
- L rag me
T iraman b




Spear phishing

Meaersk misbrugt i leverance af en GhOstRAT

Wed 04/03/2020 11:03

MAERSK Operations (Customer service) <info@arakaturk.live>

MAERSK shipping notice on Corona Virus Impact
fa  it@pharmaffiliates.com

P PROTECTED VIEW Be careful—emad attschments ean eantain vinuses. Unless you need te edit, its safer to stay in Protected View. | Enable Editing

Message B CoronaVirus impact on Shipment booking.doc (60 KB)

d '1 ® Microsoft®
E e
Dear it@pharmaffiliates.com, ci < O I C e

&n=sp;

There was a problem while opening the contents of this
<=P= document.

Please press the ‘Enable Content’ button above to try again.

This is MAERSK SHIPPING=LINE. Enclosed is our important notice for Coronavirus and Impact on =ur Shipment booking.
Would you please kindly have=a second to read carefully as it may affect your on hand order lead time a=d your plan for shipment.

1. Please note the attac=ed information is of Top Priority.

Thanks a=d best regards,

&nb=p;

MAERSK Operations=/5PAN>

SCM Oper=tions | Customer Se=vice | Masrsk SCM

MAERSK
Maersk V=etnam Ltd., Headquarters: Copenhagen, DenmarkPhone :-+84-28-3520387:11=ebwww.maerskcom=/SPAN>
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Spear phishing

Payload: Netwire RAT

UNICEF Inc &
UNICEF COVID-19 TIPS APP

To: Recipients

B inbox -z o

Find attached presentation & APP regarding COWVID-19 for your reference and dissemination. Kindly
download and install on your system for dearly update and guide line on how to protect your self and staff
from this current deadly virus

Kindly pass it on, Let join hand together and fight this virus to the last.
Thanks
1-T60-597-2066 ext 135

r
\7 N

unicef

Jennifer Deheer
UNICEF Inc

UNICEF
COVID...APP.arj

File View Tools Help

Blegc =7al el

Handle IP/DNS Hostld  Username @& Computer
127.0.0.1 Hacked Fabinhoff @ FB-PC

Timestamp Remote IP/DNS
@ 19/04/2015 01:06:04 Local Application
@ 19/04/2015 01:06:04 Local Application
@ 19/04/2015 01:06:13 127.0.0.1
() 19/04/2015 01:06: 13 127.0.0.1
#¥ 19/04/2015 01:06:13 127.0.0.1

Platform Country
Windows  Unknown
File Manager
System Manager
Password Recovery
Key Logger
Screen Capture
Remote Shell
System Information
Network Utilities

Quick Download
Bandwidth Limiter
Host Options

Mass Update

User
Copy...

Checked
Selected

0S Version Maximum Bandwidth

Windows 7 Unlimited

Version Port Ping
4000

Password Recovery
Quick Download
Bandwidth Limiter
Hosts Options

Invert Checked Items
Check All Items
Uncheck All Items

Check Items by Country
Check Items by Platform

Ping
Close

Reconnect

Uninstall

Hosts Online: 1 Active Ports: 4000

MNetWire Workstation Version 1.4c




Spear phishing

Denne spear phishing
kampagne vil ved dabning
af dokumentet, og
accept af makro/VBA
k@rsel, droppe “Zloader”
til windows maskinen.
Zloader er som navnet
antager en fgrste stadie
infection som henter og
kgrer — | dette tilfeelde —
en modificeret udgave af
den udgdlife datatyv
Zeus.

Preparing business and employer's work environment for a coronavirus (COVID-19) outbreak prevention

Yesterday at 9:38 AM

;; Guidelines_355.xls
273.7 KB

> Download All > Preview All

CAUTION EXTERNAL EMAIL

Greetings

Ideas for businesses and employer's work area for a coronavirus spread avoidance
Please check the attachment

Best Wishes,
DO NOT click on links or open attachments from unknown senders or unexpected emails.




Spear phishing

Det tredje eksempel
anvender ogsa et Covid-19
tema og inkluderer et link
som ofret skal klikke pa:
http://gbud.webd|.]pl/image

s/COVID-19-04-01-2020.IMG

Det pagaeldende image
indeholder en binaer fil som
ved kgrsel vil komproitteret
maskinen med en RAT i
Nanocore klassen.

FW: Your[Jfshipment AWB:3357647591
To: [

Unsupported File Ty...
0.2 KB

> Download All & Preview Al

erom: [N
Sent: Wednesday, April 8, 2020 4:25 AM

To:

subject: Re: Your[JllShipment AWB:3357647591

Dear Customer,

We have try to call your office regarding the shipping Documents, The Shipment was delay because of the World Coronavirus disease (COVID-19)

The shipment(s) Document attached are expected to be delivered to you today. Pls kindly check the attached packing list.

AWB Number: AWE# 80 5119 5810

Pickup Date: 2020-04-08 1:45:19
Description: Enclose

Read the enclosed file for details.
]
2020 I /(| rights reserved.

This message has been scanned for viruses and dangerous content by MailScanner, and is believed to be clean
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Emotet C&C Tier-1 (GeolP -> Heatmap)
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Crime as a Service

os Win 81 64 o l- Win_10_64 0s: Win_7_64
Browser Internet Explore Browser. Internet Explo Browser: Internet Explorer 8.0
Country. KR Country: KR Country: KR

city: Daegu City: Seoul City

Organization- Korea Telecom | ©Organization. Korea Telecol | Organization: SK Broadband
Version 216989 Version: 216989 Version: 216089

AV AV AV

software development company

mini energy station

nexentire!!




Crime as a Service

Group # Country ¢ City

1065

1068

1070

1070

1065

1065

1052

1068

1061

1000

18

= US

= US

= LA

== LA,

= US

s US

mm BG

= US

w PL

mm BG

Gig
Harbor
Bozeman

Kiev

Lwiv

New York

FPravda

Lexington

Sopot

Plovdiv

216989

216989

216989

216989

216989

216989

216975

216989

216989

216962

% \Version # Browser =

Internet
Explorer 8.0

Internet
Explorer 8.0

Internet
Explorer 8.0

Internet
Explorer 8.0

Internet
Explorer 8.0

Internet
Explorer 8.0

Internet
Explorer 8.0

Internet
Explorer 8.0

Internet
Explorer 8.0

Internet
Explorer 5.0

Prev

0s

Win_7_64

Win_7

Win_7

Win_XP x64
Edition_64

Win_10_64

Win_10_64

Win_7_64

Win_7_64

Win_7_64

Win_XP

1

121

122

=

123 124 20745 Next
Reg Sys
2018-03-07 Seabeck Pizza deXails
19:29:02

Sacajawea
Hotel

SECRETAR-

INCOM details

POS lan -
chec...

details

POS in LAN.
20:47:18 Ja...

details

POS in LAN details

POS - check,
15476 W

details

Meillios
Gourm...

Naukowa |
Akad...

2018-02-
16:41:31

2017-11-28
15:07:13

Municipality




-

e RyukReadMe.txt - Notepad l — = |_ -
| |

File Edit Format WView Help

yYour network has been penetrated.
All files on each host in the network have been encrypted with a strong algorithm.

Backups were either encrypted or deleted or backup disks were formatted.
Shadow copies also removed, so F8 or any other methods may damage encrypted data but not recover.

we exclusively have decryption software for your situation
No decryption software is available in the public.

DO NOT RESET OR SHUTDOWN - Tiles may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE readme files.

This may lead to the impossibility of recovery of the certain files.

To get info (decrypt your files) contact us at
andyMitton@protonmail. com

or

AndyMitton@tutanota. com

BTC wallet:
lLKULhE‘r’ﬂNtJKgQNhMDEﬂ-MELFEECDL-IECH?

Ryuk
No system is safe

Ln 25, Col 18




Case story: TrickBOT som elevator

 TrickBOT er en modulbaseret bank trojaner (Crime as a Service) og dele af basekoden
udspringer fra forgeengeren Dyreza/Dyre
* TrickBOT er seerlig farlig da den bl.a. anvendes af ransomware grupper og seerligt

modulerne:
worm(32|64)DLL: EternalBlue og EternalRomance. Scanner via IPC og Active Directory samt Net Share

 "adll(32|64)DLL” er en dumper til Active Directory via API'et "ntdsutil". Dumper endvidere KKM/SMA,
HKLM/security samt HKLM/System. Dumps droppes lokalt og transporteres krypteret til C&C

*  "network(32|64)DLL": Netvaerk grabber
. “domain(32|64) DLL”: Domane grabber
"psfinDIll(32]|64)DLL": Point-of-Sale grabber



Ransomware

Ransomware
Maze
Gandgrab
Arescrypt
CrySiS/Dharma
Jigsaw
Petya
Wannacry
Shade
Ryuk
Ahihi
Scarab
SamSam
Matrix
BlackRouter
Global Imposter

Spora

Antal

267
9102
401
2601
1355
302
3288
12011
606
201
514
201
68
449
3791
2012

Persistens

14000
12000
10000
8000
6000
4000

2000

2 > (2 NS o X &
& &S S
?9 Q)’b(\ ?$® \Q &’b [ e



Maze support s

Whats just happened?
\ : e it mear
This vulnerability
ipload DE( g the form t*;
ou will b

software
the integrity an

Start working with us and get yof

files back

Example files:

ALES INVOICES.7z.001 (262144Kb)
SALES INVOICES. 7z.002 (262144KDb)
SALES INVOICEES. 72003 (262144KDb)
SALES INVOICES . 72004 (262144KDb)
SALES INVOICES. "'z 005 (262144Kb)
SALES INVOICES. Tz DC' (2E2144K3]
SALES INVOICES 7z.007 (262114KDb)
SALES INMVOICES. 72008 (262144Kb)

SALES INVOICES. 7z 008 (66810Kb)
spring open house flyer.7z (1117Kb)
TSB & Factory Recalls.7z (3280Kb)
Old Signs.7z (24887KD)

inf - VANBOXTELRY zip (37 258K b)

Machines List

dn

CHEVR-ANVEFRT Ol =Comptnrs SH=van
Bowdel CC—van boxdelry, DC-local

CH=VRRVNICTT OL=Nnmain
Contrall2rs, DC=yanbosted e DiC=local

CHEVBRYFSD,OU-Serwens U Yan
Liowtel LC=van sostelry, DiC=/ocal

CHEVBRYHVD 1 OU-Serwens O van
Liowtel L C=van sostelry, DiC=/ocal

CH=VEBRY PEX001, OU-Cumpulers, OUYaEn
Rl DC=wan hostelne DG=ineal

T

cn

WA-ATWFRT

VARNTIC

VBRVFS0I

WBRVAVOI

WBRV PEX0O1

OperatingSystem

Windows X0 rrofessinnal

Windows Senirr 2015
Stencard

Windows Server 2015
Stancard

Windows Server 2015
Stancard

Windows T Fiofz=sional

dNSHostName

vi-adven it wan hocing neal

VERNDOTOT vanbostelre 1neal

YERVF3O 1 vanbuslehv local

VERVEWD 1 vanbuslehv local

VERW
MEXMT Yanheton inea

teret



Ransomware

A1l your file are crypted.
Your computer is temporarily blocked on several levels.
Applying strong military secret encryption algorithm.

To assist in decrypting your files, you must

Pay to Bitcoin wallet: bclgkkénwhsxvtpzakunhkke3tjcy2wv2zkk00xa3jcontact us
via e-mail: coronavi2022@protonmail.ch

ponations to the US presidential elections are accepted around the clock.
Desine sperare qui hic intras! [wait timeout 15 min]

Associated Files:

CoronaVirus.txt

Associated emails:

coronaViz2e22@protonmail.ch

Ransom Note text:

CORONAVIRUS is there
All your file are crypted.
Your computer is temporarily blocked on several levels.
Applying strong military secret encryption algorithm.

To assist in decrypting your files, you must do the following:

1. Pay ©0.008 btc to Bitcoin wallet bcl1q8rd42fm7kwg68dts3w70qah79n5emt5m76rus5u
or purchase the receipt Bitcoin;

2. Contact us by e-mail: and tell us this your

unique ID: 94C492ADO7F35492DA9QCAAA25986929

and send the link to Bitcoin transaction generated or Bitcoin check number.
After all this, you get in your email the following:

1. Instructions and software to unlock your computer

2. Program - decryptor of your files.

Donations to the US presidential elections are accepted around the clock.
Desine sperare qui hic intras! [Wait to payment timeout 25 - 40 min]
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APT i Danmark 2020

 Viserenstigning i APT aktivitet rettet mod infrastruktur og samfundskritiske
funktioner og installationer

 Alenei 2020 kan vi, via vores unikke CSIS Tl services bekrzefte +20 succesfulde angreb

e APT familier observeret i relation til kampagner mod Danmark over 12 maneder
omfatter fglgende APT klasser:

- Stuxnet (legacy — oprydning savnes) - Dino
- DarkHotel - Black Vine
- APT1 - TripleFantasy
- Pitty Tiger - Putty Panda
- DoubleFantasy - Carbanak

- Cobalt Strike

- EquationDrug
- Dark Wetter (DK kampagne) - APT28

- FIN6/7 - Comfoo
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Desarption 2020

BAE Systems plc

BAE SYSTEMS

Senior Design Engineer

Ve wark hard and ofien go he &dra mile, bul we recognize peopie’s efforis and That everyana has a Bfe aulside of wari. We encourage paopie io
EPE3K up IT 2y want 10 rotaie 10 a naw propact in support of Caraar devalopmeant, Or 2van just 10 face 3 naw chalangs. Our Drasdin across ihe UK
Govanman and Law Emorcaman saciors provides aivarse oppaniuniies Tor OUr paagie 10 02vElop Thalr Carasrs In New araas of partse o with naw
clanis.




B

xls(macro excel doc)

execute

Kylgr.exe

drop and execute

-

office_updata.exe

(downloader ) download and

execute
idownload
Set self-startup
wlidsvcc.exe aa.bat

(plugin downloader)
download plugin
and
execute wuaupdt.exe

wuaupdt.exe
(cmd shell plugin)

execute execute execute

svchots.exe

execute

, spsvc.exe lssm.exe other cmd
(keylogger pluging;e listing plugin ) (sysinfo plugin) (upload plugin) command



APT i Danmark 2020 og trends

Os:

Browser
Country.

City
Organization
Version:

IP

AV

Win_7_64
Iinternet E
UA

Kiev
vankov D
216989

176.119.2

Erma-inter - Opy:xue - MaTpoHb

(o]

Browser
Country
City:
Organization
Version

IP:

AV

Win_10_64
Internet Explorer 8.0
UA

Kiev

Association of users of

216989

212 111. N

os
Browser
Country’

City:

Organization:

Version:

IP

AV

Win_XP
Iinternet Explorer 8.0

UA

PJSC Ukrtelecom

216989

45200 || N

I skyi@mon.gov.ua +







Gode rad /opsummering

e Udvis sund fornuft. Klik ikke ukritisk pa materiale som kommer uopfordret

 Sogrg for at holde alt dit udstyr opdateret

 Etablerer en sikkerhed praksis omkring fjernsupport

 Tag backup — glem ikke clouden

 Endpoint sikkerhed (AV, FW, policies)

* Genbrug aldrig password. Veelg et godt password og evt en password manager

e Huvisitvivl, sa hellere tgv og ring til afsender eller en ven for bekraeftelse eller hjzelp

 Del ikke oplysninger ukritisk pa nettet

e Sla 2FA (totrinsgodkendelse) til overalt det er tilgeengeligt

e Las din maskine med en skaermlas nar du ikke bruger den, begraens adgang til
hjemmearbejdspladsen i hjemmet. Del den ikke med bgrn

» Sikre hardware (routere/wifi, firmware, passwords osv.)

* [ndtast aldrig sensitive oplysninger pa en offentlig maskine
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Tak for Jeres tid!
- Er der nogen spgrgsmal?

Kontaktoplysninger:
pkr@csis.dk

PGP-ID: Ox715FB4BD

Fingerprint: E1IA6 7FA1 F11B 4CB5 \
E79F 1E14 EESF SADB 715F B4BD \\
N

www.csis.dk

_
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